2FA Two Factor Authentication at Axos Advisor Services
Overview

This procedure makes your accounts and everything you see at Axos Advisor Services more secure. You will
need your smart phone and you need to be logged into Axos Advisor Services Liberty to complete this task.
It should take 5 minutes.

Download the app on your smartphone D

1. On your phone, open the "App Store" and download a two factor software. We recommend "Duo
Mobile".
2. Open the app.

Software other than "Duo Mobile" also works. If you already have installed a two factor app, skip this step.

Enable Two Factor on Axos Advisor Services Liberty D

1. Log into your account
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2. Click "About Your Account"

stacey@assetsandincome.com



{575} Asd FINANCIAL SERVICES LLC
db’, ) ‘

| ]

e R S ST g

Overviewt Holdings Performance Trnsactions About your account
NET ASEeTS Sexunbes Cash p——

- - - View performance and View transactions, Account Information,
_ Sl income actions and transfers Documents & Settings

s 2g0: See all of your financial accounts at any financial institution.

Notifications & 2230
Announcements Click to read more and/or watch how-to videos about Complete View

3. Find "Two Factor Authentication”, look to the right and click "Edit"

Tweo-Factor Authentication

Add an addibonal layer of security 1o your account to protect your assets and information,

Time-based One-Trme Password | <mm—m,

1. Install 3 Two-Factor Authentication App on Your Phone .

-i-
You can use an app to generate a one-time password to use in conjunction with your regular password as an extra layer of security.
Compatible apps indude Google Authenticator, Authy, FreeOTP or Toopher, which you can dowmlcad from your mobile device's app
store.

2. Use the App to Scan the OR Code or Enter the Secret Key

To get the third party app working, scan the QR code at left or type the secret key into the app.

3. Confirm Security Code

To confirm the third party app is set up correctly, enter the security code that appears on your device after scanning the QR code or
entering the secret key in your compatible app.

Secret Key

HCEPLBAAGTHTSQIT Security Code

Cancel Sav

4. Choose "Time-based One Time Password" from the drop down menu.
5. Us the App to Scan the QR Code or Enter the Secret Key that appears on the screen.

6. Confirm Security Code. To ensure the app is set up correctly, enter the security code that appears on your

device after scanning the QR code.
7. Click "Save".

8. Log out and log back in to ensure proper set up.

**If you need further assistance please call our office at 303.690.5070

How to login to Liberty using two factor authentication D

1. Open the Liberty web site as usual.

2. Open the two factor app on your smartphone. In our example, we chose "Duo Mobile.
3. Login to Liberty and enter your username and password.

4. Enter the code (from your phone) into Liberty (on your PC).
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{ Enter this Code in Liberty

stacey@assetsandincome.com



	2FA Two Factor Authentication at Axos Advisor Services
	Download the app on your smartphone
	Enable Two Factor on Axos Advisor Services Liberty
	How to login to Liberty using two factor authentication


